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Programme

– The general problem
– The available tools
– The concepts
– The problem of Trust
– Other attacks
– PKI
– Exchange your keys !
– Questions
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The general problem

HTTP

80

usurpation d’adresse

écouter intercepter/modifier

(sur chaque point, y compris WAN)

client WWW

serveur WWW
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The problem
– The communication channel isn’t safe (in this example : Internet and the HTTP

protocol are not safe).
– Attackers can prevent data from arriving, modify them, generate new data and read

them.

Targets
– “New” ways of using Internet
– electronic payment
– personal/medical data
– cracking
– social engineering
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The required functionality

We need ways to ensure some or all of :
– data comes from the advertised sender
– data is not modified while in transit
– only the wanted recipient can read the data
– no additional data can be generated
– data will not be prevented from arriving.
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What users want
– ensure received data are reliable/true
– ensure personal/medical data stay confidential
– pay securely over the Internet (Yellownet, Internet banking)
– other future – and sometimes irrealist – applications : e-voting, e-government.
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The available tools

WWW SSL/TLS : Secure Socket Layer (HTTP + SSL ==
HTTPS)

mail, data GPG/PGP : GNU privacy Guard / Pretty Good
Privacy
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Example : SSL/TLS

client WWW

serveur WWW

HTTPS

443

HTTPS = HTTP + SSL

authentification (identification) encryption (chiffrement)
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The technical solution When there are no implementation errors, no incorrect se-
curity procedures (permissions, passwords), it is today possible to build a safe infor-
mation transfer infrastructure over the Internet, for example for WWW applications
(HTTP).
Unfortunately, it is still not possible to ensure the absence of implementation errors
or incorrect security procedures, and this will not change in the foreseeable future.
Not only the client workstations are subject to many and regular attacks (using se-
curity holes or incorrect default configuration for example in Microsoft software),
but servers too are vulnerable : for example credit card numbers are usually stolen in
mass through electronic merchants.
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Example : GPG/PGP

– encrypt/decrypt files (also symetric)
– sign files/verify signatures
– can be used together with e-mail software packages
– key servers, trust network
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Main commands of GNU Privacy Guard (GPG)

generate a key pair gpg --gen-key
generate a revocation certificate gpg --gen-revoke
get key ID 7F76BFC9 from key server gpg --recv-keys 7F76BFC9
send key ID 7F76BFC9 to key server gpg --send-keys 7F76BFC9
get finger print from key gpg --fingerprint 7F76BFC9
sign a key with yours gpg --sign-key 7F76BFC9
verify a signature gpg --verify SIG-FILE FILE
encrypt gpg -e < file > file.gpg
decrypt gpg < file.gpg > file

Configuration of GNU Privacy Guard (GPG) The configuration file is

˜/.gnupg/options

Some interesting options to set are :

load-extension idea Especially when handling older PGP keys. Warning : IDEA
is patented ! Check the license of the package before using.
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keyserver www.ch.pgp.net A key server to send/receive keys to/from.

honor-http-proxy Set this if you have an HTTP proxy.



OBL Bern: Public Key Cryptography Public Key Crypto with applications 7

The concepts
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Symetric cryptography (secret key) We use a key (secret, known to the emitter
and the recipient of the message). This is infact a bijective transforming function
which is to be applied to a message. The same function – or it’s invert bijective
function – is applied to decipher the message.
Properties :
– safe, well-known
– small key sizes are enough
– needs a pre-transmission (safe !) of the key
– key handling complex (one key per P2P link)

Asymetric cryptography (public key) Two keys are used (they are generated in a
pair and are symetric/complement of each other). There is no easy way to go from
one key to the other. One key can be used to cipher, and the other to decipher, and the
other way. Only one of the keys is published, the other remains secret.
Properties :
– slow
– no safe channel necessary to transmit keys
– makes electronic signatures possible.
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– makes key handling simpler (but without guaranteeing anything without a trust
network).

In general, Asymetric cryptography is based on functions which are easy to compute
in one direction and difficult in another. For example, take two small prime numbers,
let’s say 23 and 37. Multiply them together (that’a quite easy). You get 851. Now try
to find them just from the product. A public key will be the 851. The private key will
be the (23, 37). Properties on numbers will be used which require to know the factors
to be able to decrypt.

In practice In practice, most of the used protocols combine symetric and asymetric
technology. A session key is generated using the asymetric technology, and then this
session key, transmitted safely through asymetric technology, is used to cipher the
message, with a performance and safety advantage (difficult to break the asymetric
keys since the data exchange is minimal, and the session key are not reused).
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Other concepts

– Diffie-Hellman
– hashing
– signature
– random number generator
– key length (sym/asym)
– certificates
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Diffie-Hellman This scheme, using properties of the modulo arithmetic, allows to
exchange a key without previously establishing a safe channel, but without authenti-
fication.

Hashing and signatures A hash is a projection of a message to a shorter value.
The value has differing properties depending on the hashing function. For example,
changes in bits which are in sequence in the message will be detected until a certain
number (this is usually used in the Cyclical Redundancy Checks in telecommunica-
tion). Or, slightly dissimilar messages generate a very different value and it’s difficult
to maintain a similar value artificially on a changed message (chaotical response). In
a way, hashing functions are trapdoor functions : they cannot be inverted. The only
way is to go through the space of all possible solutions. Because this space is usually
big and hashing functions, when used for cryptographic purposes are designed chao-
tic, this is time consuming – and that’s the goal.
Examples :
– UNIX passwords
– md5sum UNIX command
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Side effect : electronic signatures If a hash value is encrypted by the sender, using
his private key, any recipient can decrypt it using the public key, and recompute the
hash on the actual message. If the hashes are the same, the message was not modified.
This works only, of course, if you know that the real sender’s public key is the one
you got. This question opens a can of worms : the trust network and certificates.
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The problem of Trust

Problem : how do you know this is my public key ?

Solution : trust network or Certificate Authorities
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Trust networks A trust network, or trust ring, is a transitive (next-to-next) signa-
ture continuum which can certify that a key belongs to the person it pretends to come
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from, as long as each of the signee trusts the signed key.

For example, with GPG or PGP, you can deposit your key(s) to a key server, for
example http://www.keyserver.net along with the signatures of the person who
directly know you. When you meet people and give them your key, they can sign it
and deposit the signature on the key server directly.

It then suffices for any of the signee to be known directly or indirectly by a recipient
and he will be able to assert that your key really comes from you.

Giving a finger-print of the key (a hash, really) is in general sufficient : by phone, or
in person. In some cases you may want to check the ID card of the person.

All this is called a trust ring.
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Certificate Authorities A certificate is a signed key. This signature means that the
signee testifies that the key belongs to his owner. If you trust the signee, you trust the
key !

All WWW browsers have a list of known-safe keys built-in. Unfortunately, providing
a safe service is not a prerequisite from being listed : in general, you just need to give
money to the WWW browser software editor.

This privilege doesn’t mean that this authority doesn’t deliver certificates to people
who are not who they pretend.

For example, Verisign has delivered recently a certificate for the microsoft.com
domain to a third-party (if you don’t believe me, maybe you will believe Microsoft :
http://support.microsoft.com/default.aspx?scid=kb ;EN-US ;q293818).

The real solution (until some reliable and trustworthy infrastructure exists, see above
for Verisign) is to ask the finger-print of the key to the service provider directly,
through a safer mean (for example telephone). Unfortunately, until recently at least,
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most of those didn’t even know what a finger-print was.
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Application : Man in the middle attack

client WWW

serveur WWW

HTTPS

443

man−in−the−middle attack

sécurisésécurisé
32:E2:88:D3:3F:80:3F:F3:30:79:8A:BF:0C:3D:5A:60BB:85:96:D1:E0:9A:E2:6C:51:D1:D6:D1:77:E7:C:57



OBL Bern: Public Key Cryptography Public Key Crypto with applications 10-1

Man in the middle attack This attack allows a cracker to read and modify all the
data he wants in a connection to a secure WWW server. This of course would also
work for e-mail in some cases. The attacker will simply reside on the path between
the two computers and replace the key exchange by his own key, creating two safely
encrypted tunnels instead of one. DNS spoofing attacks may make those attacks quite
easy, even without a physical access to the paths between the two machines.

Solutions :
– trust rings
– certification authorities.
– ask the key fingerprint directly to the service provider, through a safe channel.
In the case of WWW, note that in general, the WWW browsers will alarm if a server
SLL key changes : note that because keys usually have an expiration date (for security
reasons), keys WILL change from time to time, making everything fuzzier.
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Other attacks

by decreasing importance :

– social engineering
– software failures and bugs
– tempest radiations (wireless !)
– brute force (computers getting better)
– différential (DPA) (on-chip)
– theory attacks
weak link
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Weak link As always, your problem is the weakest link : if a server offers SSL but
it is not mandatory, or it ships passwords with e-mail in cleartext, it won’t be safe.

The complexity of systems makes often human beings the weak link.
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PKI

– ITU-T standard X.509
– specifies interoperable way to store and exchange certificates
– OpenSSL supports most operations
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Exchange your keys !

help build a stronger/wider trust network

Thank you !
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More information

– Cours postgrade sécurité ESNIG, October 2002-June 2003,
Neuchâtel, http://www.esnig.ch

– GPG Home Page : http://www.gnupg.org
– PKI Home Page : http://www.pki-page.org
– Crypto Home Page ETHZ : http://www.crypto.ethz.ch
– Thomas BADER’s GPG article (German) :

http://www.linux-magazin.de/ausgabe/1999/12/GnuPG/gnupg.html
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