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‘The generalproblem'

serveur WWW

client WWW

écouter intercepter/modifier

(sur chaque point, y compris WAN)

usurpation d'adresse
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The problem

— The communicationchannelisn't safe(in this example: Internetandthe HTTP
protocolarenot safe).

— Attackerscanpreventdatafrom arriving, modify them,generataewn dataandread
them.

Targets

— “New” waysof usingInternet
— electronicpayment

— personal/medicalata

— cracking

— socialengineering
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\The requiredfunctionality I

We needwaysto ensuresomeor all of :

— datacomedirom theadwertisedsender

— datais notmodi ed while in transit

— only thewantedrecipientcanreadthe data
— no additionaldatacanbegenerated

— datawill notbepreventedfrom arriving.
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What userswant

— ensuraeceveddataarereliable/true

— ensurepersonal/medicalatastaycon dential

— paysecurelyover the Internet(Yellownet, Inter net banking)

— otherfuture— andsometimesrrealist— applications e-wting, e-government.
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The available tools.

WWW SSL/TLS: SecureSocletLayer(HTTP + SSL==
HTTPS)

mail, data GPG/PGP. GNU privacy Guard/ PrettyGood
Privacgy
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Example: SSL/TLSI

serveur WWW

client WWW

HTTPS =HTTP + SSL

authentification (identification) encryption (chiffrement)
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The technical solution Whenthereareno implementatiorerrors,no incorrectse-
curity proceduregpermissionspasswords),it is todaypossibleto build a safeinfor-
mationtransferinfrastructureover the Internet,for examplefor WWW applications
(HTTP).

Unfortunately it is still not possibleto ensurethe absencef implementatiorerrors
or incorrectsecurityproceduresandthis will not changein the foreseeablduture.
Not only the client workstationsare subjectto mary andregular attacks(using se-
curity holesor incorrectdefault con guration for examplein Microsoft software),
but senerstoo arevulnerable for examplecreditcardnumbersareusuallystolenin
massthroughelectronicmerchants.
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‘ Example: GPG/PGPI

— encrypt/decryptles (alsosymetric)

— sign les/verify signatures

— canbeusedtogethemwith e-mailsoftwarepackages
— key seners,trustnetwork
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Main commandsof GNU Privacy Guard (GPG)

generate key pair gpg --gen-key

generate revocationcerti cate gpg --gen-revoke

getkey ID 7F76BFCYrom key sener | gpg --recv-keys /F76BFC9
sendkey ID 7F76BFC9o0 key sener | gpg --send-keys  7F76BFC9

get nger print from key gpg --fingerprint /F76BFC9
signa key with yours gpg --sign-key /F76BFC9
verify asignature gpg --verify SIG-FILE FILE
encrypt gpg -e < file > file.gpg
decrypt gpg < file.gpg > file

Con guration of GNU Privacy Guard (GPG) Thecon guration le is

“[.gnupg/options

Someinterestingoptionsto setare:

load-extension idea EspeciallywhenhandlingolderPGPkeys.Warning: IDEA
Is patented Checkthelicenseof the packagenbeforeusing.
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keyserver  www.ch.pgp.net A key senerto send/recese keys to/from.
honor-http-proxy Setthisif youhave anHTTP proxy.
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\The conceptﬂ

expéediteur canal destinataire
message ——=>| chiffrement =1 déchiffrementf———=> message

décryptage (attaque)

chiffrement symetrique
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Symetric cryptography (secret key) We usea key (secretknown to the emitter
and the recipientof the message)This is infact a bijective transformingfunction
which is to be appliedto a messageThe samefunction — or it's invert bijective
function—is appliedto decipherthemessage.

Properties

— safe,well-known

— smallkey sizesareenough

— needs pre-transmissiofsafe!) of thekey

— key handlingcomplex (onekey per P2Plink)

Asymetric cryptography (public key) Two keys areused(they aregeneratednh a
pair andare symetric/complemendf eachother). Thereis no easyway to go from
onekey to theother Onekey canbeusedto cipher andtheotherto decipherandthe
otherway. Only oneof thekeysis publishedthe otherremainssecret.

Properties

— Slow

— nosafechannehecessaryo transmitkeys

— makeselectronicsignaturegpossible.
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— makes key handlingsimpler (but without guaranteeingnything without a trust
network.

In general Asymetriccryptograply is basedon functionswhich areeasyto compute
In onedirectionanddif cult in anotherFor example take two smallprimenumbers,
let's say23 and37. Multiply themtogether(that'aquiteeasy).You get851.Now try
to nd themjustfrom the product.A publickey will bethe851.Theprivatekey will
bethe(23,37).Propertieon numberswill beusedwhichrequireto know thefactors
to beableto decrypt.

In practice In practice mostof theusedprotocolscombinesymetricandasymetric
technologyA sessiorkey is generatedisingthe asymetridechnologyandthenthis
sessiorkey, transmittedsafely throughasymetrictechnologyis usedto cipherthe
messagewith a performanceand safetyadvantage(dif cult to breakthe asymetric
keys sincethe dataexchangas minimal, andthe sessiorkey arenotreused).
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\ Other conceptﬂ

— Dif e-Hellman

— hashing

— signature

— randomnumbergenerator
— key length(sym/asym)

— certi cates
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Dif e-Hellman  This schemeusingpropertiesof the moduloarithmetic,allows to
exchangea key without previously establishinga safechannelput without authenti-
cation.

Hashing and signatures A hashis a projectionof a messagdo a shortervalue.
Thevaluehasdiffering propertiesdependingon the hashingfunction. For example,
changesn bits which arein sequencén the messageavill be detecteduntil a certain
number(this is usuallyusedin the Cyclical Redundancy¥hedsin telecommunica-
tion). Or, slightly dissimilarmessagegeneratea very differentvalueandit’' s dif cult
to maintaina similar valuearti cially onachangednessagéchaoticalresponse)in
away, hashingfunctionsaretrapdoorfunctions: they cannotbeinverted.Theonly
way is to go throughthe spaceof all possiblesolutions Becausehis spacas usually
big andhashingfunctions,whenusedfor cryptographiqurposesredesignedathao-
tic, thisis time consuming- andthat's thegoal.

Examples

— UNIX passwords

— md5sumUNIX command
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Sideeffect: electronic sighatures If ahashvalueis encrypteddy thesenderusing
his private key, ary recipientcandecryptit usingthe public key, andrecomputehe
hashontheactualmessagdf thehashesrethesamethemessagaasnotmodi ed.
This works only, of course f you know thatthe real senders public key is the one
you got. This questionopensa canof worms: thetrust networkandcerti cates.
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The problem of Trust'

Problem: how doyouknow thisis my public key ?

Solution : trust networkor Certi cate Authorities
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OPENPGP PUBLIC KEY SERVER

Welcome to www keyserver.net

nl‘lll Thirac

This is a free web server to store PGF public keys (1626586 keys stored )
Find a key for someane you wish to send a secured message (signed or encrppted) to or
add wour Own PLGF public key to rmake it available to other wsers on the Internet
To create your PGP pablic key, you may use any software compatible with the OpenPGP format

| POWERED By OPENKEYSERVER |
E2001 Weridis Send comments about this site to webmas ferEke psener net

1w gk loakindg far the KepSepser licensemetering sofware

please see hHp:fwww sossaffas. com
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¢\ Welcome to KEYSERVER . MET (PGP Public Keys Server) - Kongueror =@ x|

Loeation Edit “iew Go Bookmarks Jools Settings Window Help

2E+ D H0 3 DY PKAX o B EQEE |
ED Lacation (4 |server et 11371 ks ookup op=vindex terplate=neterisear i 2 Cnetermornatel . 2C reteneror & ingerrint-on feract=of search=faauess Chiso. w.

\- A e e e A (e

|

| I']f"i[:tl i KEYSEnMer |.-|-|'l
|

“our guery on: “Jacgues Chirac”

Toget akey, click onits Key o . Prirnary Marpe or ldentifier
Click on Search to make another query .
& Secondary Marme or ldentifier

Cerfificate Chabd wour rouse Ohver 2
'.' certificate to see its creation date )

TypeKey [DHame and Certificetes SizeCrested
Loz4 L9999/ /0L 28
AATESEAS Jacogques Chirac <Jacgues._ Chiraclpresident . gouw. frz>
Fingerprine = 9LpD ATME Z2pe CP28 ESEE 23rp 2948 ddam AATE E4E
AATRIEAE Jacgques Chirms <Jacgues Chirasclpresident goavw. Er>

This pags has been generted b 0K S mnning at

Wigridiz in Belgiurn

Go to bop
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from, aslong aseachof the signeetruststhe signedkey.

For example,with GPG or PGR you can deposityour key(s) to a key server for
examplehttp://www.keyserver.net alongwith the sighature®f the personwho
directly know you. Whenyou meetpeopleandgive themyour key, they cansignit

anddepositthe signatureonthe key sener directly.

It thensufces for ary of the signeeto be known directly or indirectly by arecipient
andhewill beableto asserthatyour key really comesfrom you.

Giving a nger-print of thekey (ahash really)isin generalsufcient : by phone,or
In personin somecaseg/ou maywantto checkthelD cardof the person.

All thisis calledatrustring.



OBL Bern: Public Key Cryptography PublicKey Cryptowith applications 9-4

-

B

mnw&mhmmm

(BREE L

M

D 0, | B IO AN | Q) CHoNSE oTien | Eg cRirTO| G, deouT, | DY) LT | g

-
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Certi cate Authorities A certi cate is asignedkey. This signatureneanghatthe
signedesti esthatthekey belongso hisowner If youtrustthesigneeyoutrustthe

key !

All WWW browsershave alist of known-safekeys built-in. Unfortunately providing
asafeservicels notaprerequisitdrom beinglisted: in generalyoujustneedto give
mone/ to the WWW browsersoftwareeditor.

This privilege doesnt meanthatthis authoritydoesnt deliver certi catesto people
who arenotwho they pretend.

For example, Verisignh hasdeliveredrecentlya certi cate for the microsoft.com
domainto athird-party(if youdon't believe me,maybeyouwill believe Microsoft:
http://support.microsoft.com/default aspx ?scid=kb ;EN-US ;0293818 ).

Therealsolution(until somereliableandtrustworthy infrastructuresxists,seeabove
for Verisign) is to askthe nger-print of the key to the serviceprovider directly,
througha safermean(for exampletelephone)Unfortunately until recentlyat least,
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mostof thosedidn't evenknow whata nger-print was.
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\Application : Man In the middle attack'

serveur WWW

client WWW

sécurisé sécurise

BB:85:96:D1:E0:9A:E2:6C:51:D1:D6:D1:77:E7:C:57 _’.;‘.’,7: == 32:E2:88:D3:3F:80:3F:F3:30:79:8A:BF:0C:3D:5A:6(

man-in-the-middle attack

10
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Man in the middle attack This attackallows a cracler to readandmodify all the
datahe wantsin a connectionto a secureWWW sener. This of coursewould also
work for e-mailin somecasesThe attacler will simply resideon the pathbetween
thetwo computersaandreplacethe key exchangeby his own key, creatingtwo safely
encryptedunnelsnsteadf one.DNSspoo ng attackanaymake thoseattackquite
easy evenwithouta physicalaccesdo the pathsbetweerthetwo machines.

Solutions:

— trustrings

— certi cation authorities.

— askthekey ngerprint directlyto theserviceprovider, througha safechannel.

In the caseof WWW, notethatin generalthe WWW browserswill alarmif asener
SLL key changes notethatbecaus&eys usuallyhave anexpirationdate(for security
reasons)keys WILL changdrom time to time, makingeverythingfuzzier.



OBL Bern: Public Key Cryptography PublicKey Cryptowith applications

\Other attacks'

by decreasingimportance:

— socialengineering

— softwarefailuresandbugs

— tempestadiationgwirelesd)

— bruteforce (computergettingbetter)
— differential(DPA) (on-chip)

— theoryattacks

weaklink

11



OBL Bern: Public Key Cryptography PublicKey Cryptowith applications 11-1

Weaklink  As always,your problemis thewealestlink : if aseneroffersSSL but
It is not mandatoryor it shipspassverdswith e-mailin cleartet, it won't be safe.

Thecompleity of systemsnakesoften humanbeingsthe weaklink.
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— |TU-T standardX.509

— Speci esinteroperablavay to storeandexchangecerti cates
— OpenSSLsupportanostoperations

12
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\Exchangeyour keys! I

help build a stronger/wider trust network

Thank you!

13
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\ Mor e Information I

— Courspostgradesecurie ESNIG, October2002-June003,
Neuctlatel, http://www.esnig.c h

— GPGHomePage: http://www.gnupg.or g

— PKI HomePage: http://www.pki-pa ge. or g

— CryptoHomePageETHZ : http://www.crypto. et hz. ch

— ThomasBADER's GPGatrticle (German).
http://www.linux-magazin.de/ausgabe/1999/12/GnuPG/gnupg.htmi

14



OBL Bern: Public Key Cryptography PublicKey Cryptowith applications 14-1

$ld: content.tex,v 1.10 2002/06/17 11:40:10 schaefer Exp $



