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Programme

– Thegeneralproblem
– Theavailabletools
– Theconcepts
– Theproblemof Trust
– Otherattacks
– PKI
– Exchangeyourkeys!
– Questions
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The generalproblem

HTTP

80

usurpation d'adresse

écouter intercepter/modifier

(sur chaque point, y compris WAN)

client WWW

serveur WWW



OBL Bern: Public KeyCryptography PublicKey Cryptowith applications 2-1

The problem
– The communicationchannelisn't safe(in this example: Internetandthe HTTP

protocolarenot safe).
– Attackerscanpreventdatafrom arriving,modify them,generatenew dataandread

them.

Targets
– “New” waysof usingInternet
– electronicpayment
– personal/medicaldata
– cracking
– socialengineering
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The required functionality

We needwaysto ensuresomeor all of :
– datacomesfrom theadvertisedsender
– datais notmodi�ed while in transit
– only thewantedrecipientcanreadthedata
– noadditionaldatacanbegenerated
– datawill notbepreventedfrom arriving.
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What userswant
– ensurereceiveddataarereliable/true
– ensurepersonal/medicaldatastaycon�dential
– paysecurelyover theInternet(Yellownet, Inter net banking)
– otherfuture– andsometimesirrealist– applications: e-voting, e-government.
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The available tools

WWW SSL/TLS: SecureSocketLayer(HTTP+ SSL==
HTTPS)

mail, data GPG/PGP: GNU privacy Guard/ PrettyGood
Privacy
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Example : SSL/TLS

client WWW

serveur WWW

HTTPS

443

HTTPS = HTTP + SSL

authentification (identification) encryption (chiffrement)
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The technical solution Whenthereareno implementationerrors,no incorrectse-
curity procedures(permissions,passwords),it is todaypossibleto build a safeinfor-
mationtransferinfrastructureover the Internet,for examplefor WWW applications
(HTTP).
Unfortunately, it is still not possibleto ensuretheabsenceof implementationerrors
or incorrectsecurityprocedures,andthis will not changein the foreseeablefuture.
Not only the client workstationsaresubjectto many andregular attacks(usingse-
curity holesor incorrectdefault con�guration for examplein Microsoft software),
but serverstooarevulnerable: for examplecreditcardnumbersareusuallystolenin
massthroughelectronicmerchants.
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Example : GPG/PGP

– encrypt/decrypt�les (alsosymetric)
– sign�les/verify signatures
– canbeusedtogetherwith e-mailsoftwarepackages
– key servers,trustnetwork
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Main commandsof GNU Privacy Guard (GPG)

generatea key pair gpg --gen-key
generatea revocationcerti�cate gpg --gen-revoke
getkey ID 7F76BFC9from key server gpg --recv-keys 7F76BFC9
sendkey ID 7F76BFC9to key server gpg --send-keys 7F76BFC9
get�nger print from key gpg --fingerprint 7F76BFC9
signa key with yours gpg --sign-key 7F76BFC9
verify asignature gpg --verify SIG-FILE FILE
encrypt gpg -e < file > file.gpg
decrypt gpg < file.gpg > file

Con�guration of GNU Privacy Guard (GPG) Thecon�guration�le is

˜/.gnupg/options

Someinterestingoptionsto setare:
load-extension idea EspeciallywhenhandlingolderPGPkeys.Warning: IDEA

is patented! Checkthelicenseof thepackagebeforeusing.
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keyserver www.ch.pgp.net A key server to send/receive keys to/from.

honor-http-proxy Setthis if you have anHTTP proxy.
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The concepts
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Symetric cryptography (secret key) We usea key (secret,known to the emitter
and the recipientof the message).This is infact a bijective transformingfunction
which is to be appliedto a message.The samefunction – or it' s invert bijective
function– is appliedto decipherthemessage.
Properties:
– safe,well-known
– smallkey sizesareenough
– needsa pre-transmission(safe!) of thekey
– key handlingcomplex (onekey perP2Plink)

Asymetric cryptography (public key) Two keys areused(they aregeneratedin a
pair andaresymetric/complementof eachother).Thereis no easyway to go from
onekey to theother. Onekey canbeusedto cipher, andtheotherto decipher, andthe
otherway. Only oneof thekeys is published,theotherremainssecret.
Properties:
– slow
– nosafechannelnecessaryto transmitkeys
– makeselectronicsignaturespossible.
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– makes key handlingsimpler (but without guaranteeinganything without a trust
network).

In general,Asymetriccryptography is basedon functionswhichareeasyto compute
in onedirectionanddif�cult in another. For example,take two smallprimenumbers,
let's say23and37.Multiply themtogether(that'aquiteeasy).Youget851.Now try
to �nd themjust from theproduct.A publickey will bethe851.Theprivatekey will
bethe(23,37).Propertiesonnumberswill beusedwhichrequireto know thefactors
to beableto decrypt.

In practice In practice,mostof theusedprotocolscombinesymetricandasymetric
technology. A sessionkey is generatedusingtheasymetrictechnology, andthenthis
sessionkey, transmittedsafely throughasymetrictechnology, is usedto cipher the
message,with a performanceandsafetyadvantage(dif�cult to breakthe asymetric
keys sincethedataexchangeis minimal,andthesessionkey arenot reused).
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Other concepts

– Dif�e-Hellman
– hashing
– signature
– randomnumbergenerator
– key length(sym/asym)
– certi�cates
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Dif�e-Hellman This scheme,usingpropertiesof themoduloarithmetic,allows to
exchangea key withoutpreviously establishinga safechannel,but withoutauthenti-
�cation.

Hashing and signatures A hashis a projectionof a messageto a shortervalue.
Thevaluehasdiffering propertiesdependingon thehashingfunction.For example,
changesin bits which arein sequencein themessagewill bedetecteduntil a certain
number(this is usuallyusedin theCyclical RedundancyChecks in telecommunica-
tion).Or, slightly dissimilarmessagesgenerateaverydifferentvalueandit' sdif�cult
to maintainasimilar valuearti�cially on achangedmessage(chaoticalresponse).In
a way, hashingfunctionsaretrapdoorfunctions: they cannotbe inverted.Theonly
way is to go throughthespaceof all possiblesolutions.Becausethisspaceis usually
big andhashingfunctions,whenusedfor cryptographicpurposesaredesignedchao-
tic, this is timeconsuming– andthat's thegoal.
Examples:
– UNIX passwords
– md5sumUNIX command
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Sideeffect : electronic signatures If ahashvalueis encryptedby thesender, using
his privatekey, any recipientcandecryptit usingthepublic key, andrecomputethe
hashontheactualmessage.If thehashesarethesame,themessagewasnotmodi�ed.
This works only, of course,if you know that the real sender's public key is theone
yougot.This questionopensa canof worms: thetrustnetworkandcerti�cates.
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The problemof Trust

Problem : how doyouknow this is my publickey ?

Solution : trustnetworkor Certi�cate Authorities
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Trust networks A trustnetwork, or trust ring, is a transitive (next-to-next) signa-
turecontinuumwhichcancertify thatakey belongsto thepersonit pretendsto come
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from, aslongaseachof thesigneetruststhesignedkey.

For example,with GPG or PGP, you can deposityour key(s) to a key server, for
examplehttp://www.keyserver.net alongwith thesignaturesof thepersonwho
directly know you. Whenyou meetpeopleandgive themyour key, they cansign it
anddepositthesignatureon thekey server directly.

It thensuf�ces for any of thesigneeto beknown directly or indirectly by a recipient
andhewill beableto assertthatyourkey reallycomesfrom you.

Giving a �nger-print of thekey (a hash,really) is in generalsuf�cient : by phone,or
in person.In somecasesyoumaywantto checktheID cardof theperson.

All this is calleda trustring.
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Certi�cate Authorities A certi�cate is a signedkey. This signaturemeansthatthe
signeetesti�es thatthekey belongsto hisowner. If you trustthesignee,you trustthe
key !

All WWW browsershavealist of known-safekeysbuilt-in. Unfortunately, providing
asafeserviceis notaprerequisitefrom beinglisted: in general,you justneedto give
money to theWWW browsersoftwareeditor.

This privilege doesn't meanthat this authoritydoesn't deliver certi�catesto people
who arenotwho they pretend.

For example,Verisign hasdeliveredrecentlya certi�cate for the microsoft.com
domainto a third-party(if you don't believe me,maybeyou will believe Microsoft :
http://support.microsoft.com/default .aspx ?scid=kb ;EN-US ;q293818 ).

Therealsolution(until somereliableandtrustworthy infrastructureexists,seeabove
for Verisign) is to ask the �nger-print of the key to the serviceprovider directly,
througha safermean(for exampletelephone).Unfortunately, until recentlyat least,
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mostof thosedidn't evenknow whata �nger-print was.
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Application : Man in the middle attack

client WWW

serveur WWW

HTTPS

443

man-in-the-middle attack

sécurisésécurisé
32:E2:88:D3:3F:80:3F:F3:30:79:8A:BF:0C:3D:5A:60BB:85:96:D1:E0:9A:E2:6C:51:D1:D6:D1:77:E7:C:57
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Man in the middle attack This attackallows a cracker to readandmodify all the
datahe wantsin a connectionto a secureWWW server. This of coursewould also
work for e-mail in somecases.Theattacker will simply resideon thepathbetween
thetwo computersandreplacethekey exchangeby his own key, creatingtwo safely
encryptedtunnelsinsteadof one.DNSspoo�ng attacksmaymakethoseattacksquite
easy, evenwithouta physicalaccessto thepathsbetweenthetwo machines.

Solutions:
– trustrings
– certi�cation authorities.
– askthekey �ngerprint directly to theserviceprovider, throughasafechannel.
In thecaseof WWW, notethatin general,theWWW browserswill alarmif a server
SLL key changes: notethatbecausekeysusuallyhaveanexpirationdate(for security
reasons),keys WILL changefrom time to time,makingeverythingfuzzier.
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Other attacks

by decreasingimportance :

– socialengineering
– softwarefailuresandbugs
– tempestradiations(wireless!)
– bruteforce(computersgettingbetter)
– différential(DPA) (on-chip)
– theoryattacks
weaklink
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Weak link As always,yourproblemis theweakestlink : if aserver offersSSLbut
it is notmandatory, or it shipspasswordswith e-mail in cleartext, it won't besafe.

Thecomplexity of systemsmakesoftenhumanbeingstheweaklink.
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PKI

– ITU-T standardX.509
– speci�esinteroperableway to storeandexchangecerti�cates
– OpenSSLsupportsmostoperations



OBL Bern: Public KeyCryptography PublicKey Cryptowith applications 13

Exchangeyour keys!

help build a stronger/wider trust network

Thank you!
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Mor e information

– Courspostgradesécurit́e ESNIG,October2002-June2003,
Neucĥatel,http://www.esnig.c h

– GPGHomePage: http://www.gnupg.or g
– PKI HomePage: http://www.pki-pa ge. or g
– CryptoHomePageETHZ : http://www.crypto. et hz. ch
– ThomasBADER'sGPGarticle(German):

http://www.linux-magazin.de/ausgabe/1999/12/GnuPG/gnupg.html
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